	Cyber Crime Workshop - Time Schedule

(27th and 28th October 2010)

	Day 1 

	Session 
	Module
	Approx  Time

	Introduction to Computer Crime
	 
	9:00 - 10:30

	 
	Hacking Incidents
	

	 
	Financial Theft
	

	 
	Theft of Identity
	

	 
	Corporate Espionage
	

	 
	Email Misuse
	

	 
	Pornography
	

	 
	Case Studies
	

	Introduction to Incident Response and Computer Forensics
	 
	

	 
	Pre-Incident Preparation
	

	 
	Detection of Incidents
	

	 
	Initial Response Phase
	

	 
	Preserving “Chain of Custody
	

	 
	Response Strtegy Formulation
	

	 
	Evidence Collection and Analysis 
	

	 
	Digital Frensics - Putting on the Gloves 
	

	 
	Reporting the Investigation 
	

	Tea Break
	 
	10:30 - 11.00

	Introduction to Network Forensics
	 
	11.00 - 13:00

	 
	Network Devices
	

	 
	Introduction to Log Analysis
	

	 
	Analyzing Snort and Firewall Logs
	

	 
	Analyzing Apache, IIS, Squid Logs
	

	 
	Network Intrusion Case Study 
	

	 
	Using Tcpdump, Snort, Tcpdstat, argus, tcpflow, tcptrace 
	

	Evidence Collection and Analysis - Introduction to Live response
	 
	

	 
	The Do’s and the Don’ts 
	

	 
	Windows Live Response
	

	 
	Linux Live Response 
	 

	Lunch Break
	 
	13:00 - 14:00

	Data Acquisition / Disk Imaging
	 
	14:00 - 16:00

	 
	Learning the rope – the essentials 
	

	 
	Risk Imaging using Linux ( dd, sdd, dcfldd) and Netcat
	

	 
	Disk Imaging using Encase, Helix Bootable disk 
	

	 
	 
	 

	Day 2 

	Session 
	Module
	Approx  Time

	Forensics Analysis of the Evidence
	 
	09:00 - 10:30

	 
	Analysis using Helix 
	 

	 
	Basic and advanced analysis using Encase v5 Forensic edition
	 

	Tea Break
	 
	10:30 - 11:00

	Forensics Analysis - Internet Misuse - Browser Forensics
	 
	11:00 - 13:00

	 
	Understanding Browser history artifacts
	

	 
	Browser Forensics
	

	 
	 
	

	Digging Deep into the Cyber World - Email and Website Tracing
	 
	

	 
	 
	

	Windows Registry Forensics
	 
	

	 
	Understanding Registry structure
	

	 
	Understanding MRU lists
	

	 
	Understanding UserAssist
	

	 
	Registry Forensics using ENCASE
	

	 
	 
	

	Malicious Binary Analysis
	 
	

	 
	Using IDA freeware
	

	 
	Using strings.exe
	

	 
	Using BinText 
	

	 
	Using Regmon, Tcpmon
	

	 
	Using Peid 
	

	Lunch Break
	 
	13:00 - 14:00

	Documenting the Investigation 
	 
	14:00 - 15:00

	 
	 
	 

	Forensics Challenge Case Study
	 
	15:00 - 16:00
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